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Exposing a Continuous Attack Campaign Against 
Israeli Organizations 
 

 
1. Investigations held in 

previous months unearthed 

an attack campaign against 

Israeli organizations, among 

them organizations in the 

energy sector, academia, IT 

companies and Hosting 

companies. 

2. The threat actor attacked several types of IT infrastructure, including web 

servers, RDP/VPN used for remote access, DNS servers and OWA servers. 

3. This document will describe attack methods and tools used by the threat 

actor, in order to prevent and detect similar attacks.  

 

 
Attack methods and stages used in this campaign: 

 

1. Web server attacks 

1.1. These attacks targeted vulnerable web servers, in order to gain control of 

the servers and use them to mount further attacks against other systems on 

the network. 

Details 
 

Introduction 
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1.2. Uploading malicious files to Web servers, using existing file upload 

options on the web sites hosted by the servers. The investigation 

uncovered several file types used at this stage: VBS, ASPX and EXE. 

1.3. The VBS scripts were used to delete the log files of the web server, and 

to gain interactive access to the server via downloading an obfuscated 

version of Meterpreter, executing it and deleting it after use.  

1.4. The ASPX files uploaded to the server were webshells. They enable the 

attacker to run various commands on the web server using a standard 

browser interface. 

1.5. Meterpreter is part of the Metasploit Framework. After execution, the 

tool establishes a communication channel (TCP based) with the C&C 

(Command & Control) server, allowing remote interactive control over 

the attacked server, executing commands, uploading and downloading 

files, and loading plugins with additional functionality.  

1.6. Using a proprietary python tool that has been converted into an 

Executable file using the PyInstaller library. This tool was used for 

communicating with the C&C servers using the SSH protocol. The tool 

uses the free SSH library Paramiko. 

1.7. Another tool, written in C++, was used for communicating with the C&C 

servers and for maintaining persistence on the endpoint, using the 

Startup folder.  

1.8. Lateral movement using the PsExec tool (a tool designed for distributing 

and executing files remotely).  

 

2. Workstation attacks 

2.1. Several variants of a known attack tool were used. The tool allowed the 

attacker to perform the following activities: 

2.1.1. Screen captures. 
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2.1.2. Keyboard logging. 

2.1.3. Directory listing. 

2.1.4. Audio recording using the onboard microphone. 

2.1.5. Data exfiltration – upload files from the workstation to the C&C 

server, according to a predefined list of extensions.  

2.2. Maintaining persistence on the workstation by adding a Run Key to the 

Registry, or using the Startup folder. 

2.3. Downloading a RAT (Remote Access Tool), written in python and 

converted to an EXE file, enabled a full interactive connection. This 

allowed the attackers to access the user's browser history, leading to an 

active OWA session and the user's OWA mailbox. Data from the mailbox 

was exfiltrated by the attackers. 

2.4. Similarly, the attacker used browser history to access the user's OneDrive 

account. 

2.5. The tool was used to manipulate the installed antivirus software, defining 

paths to be excluded from scanning. The attacker used these excluded 

folders to install additional tools on the workstation.  

2.6. The attackers downloaded additional PowerShell scripts, used to gather 

information on the workstation, gain access to a user with Domain Admin 

permissions, add users into the organization's Active Directory, and 

define them in the Domain Admin group (Privilege Escalation).  

2.7. A variant of the LaZagne tool (used to extract user credentials from the 

workstation's memory, browsers and Wi-Fi configurations) was used. 

  

3. VPN infrastructure attack 

3.1. Attack used to gain access to a remote user credentials and connection 

details, and use them to spoof access to the organization's network.   
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3.2. Attacking a remote workstation, used for VPN access into the 

organization's network, the attackers identified a file with the session 

details, written to disk by the VPN software.  

3.3. Using the file and user credentials, they were able to gain concurrent access 

to the network, bypassing 2 Factor Authentication. 

3.4. The attackers were able to maintain access, with the user's permissions 

and authorizations, as long as the attacked user was connected to the 

VPN service. 
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3.5. Attackers exfiltrated configuration files for internal network RDP 

connections, found inside the organization's network. 

 

4. DNS Hijacking and replacing third party code on a website 

4.1. Attack purpose – altering the code on a third-party site, used by many sites, 

so that users of these sites will be infected when accessing them, or 

mounting a large-scale defacement attack. 

4.2. Obtaining login credentials to the DNS admin configuration system for 

the third-party organization's internet network infrastructure.  
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4.3. Changing the IP address for a server hosting third-party code used on 

various websites, to point to the IP address of the attacker's server. 

4.4. Installing malicious code on this server, which will then execute on users' 

browsers when they access the websites using the third-party code.  
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Tools Used 

 

Lazagne 

Aka: N/A  

Description: Open source application used to retrieve lots of passwords stored on 

a local computer. 

Abilities: Retrieve stored password 

Yara Rules: N/A  

Reference:  https://github.com/AlessandroZ/LaZagne 

 

SSH Backdoor in Python 

Aka: N/A 

Description: This PyInstaller-compiled Python script makes use of the Python 

paramiko plugin to create an SSH connection.  

Abilities: Various and customable abilities  

Yara Rules: N/A 

Reference: https://securelist.com/muddywaters-arsenal/90659 

 

PSEXEC 

Aka: N/A 

Description: PsExec is a light-weight telnet-replacement that lets you execute 

processes on other systems.  

Abilities: PsExec's most powerful uses include launching interactive command-

prompts on remote systems and remote-enabling tools like IpConfig. 

Yara Rules: N/A 

Reference: https://docs.microsoft.com/en-us/sysinternals/downloads/psexec 

 

https://github.com/AlessandroZ/LaZagne
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Rotten Potato 

Aka: N/A 

Description: Generates a DLL and EXE file. The DLL contains all the code 

necessary to perform the RottenPotato attack and get a handle to a privileged 

token.  

Abilities: Privilege Escalation  

Yara Rules: Yes 

Reference: https://github.com/breenmachine/RottenPotatoNG 
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Attack Methods Used According to MITRE ATT&CK Methodology 

 
 

 
An Indicators of Compromise (IOC) file is attached to this alert. Use the 

indicators supplied to monitor your networks against similar attacks. 

 

Changes to production configurations should be tested in a test setup, prior to 

deployment. 

 

 

 

Recommended Mitigations 
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1. VPN attacks 

1.1. If using VPN services to access organizational networks, consider 

configuring mandatory 2 Factor authentication. It is recommended to 

consider an additional form of authentication, prior to granting access to 

internal network resources. 

1.2. Consider Limiting users access using VPN services to a single IP address 

at a time. No multiple simultaneous remote access by the same user 

should be allowed. 

1.3. Consider Geo-limiting users access to known geographical locations. Use 

Geo-Location analysis to identify impossible connections, such as a user 

calling from 2 points geographically remote in a short period of time. 

1.4. Check if the VPN software writes session data to the remote 

workstation's disk. If possible, use a connection method that keeps the 

data in memory only, preferably encrypted. 

1.5. Consider defining client health checks to be performed on remote access 

workstations, before authorizing connection to the VPN infrastructure. 

Health checks may include AV engine and signature updates, security 

updates for OS and VPN software, configuring cache erase after 

disconnecting the connection, etc. 

1.6. Evaluate using a dedicated Jump Server, to manage administrative access to 

the network during remote access. The Jump Server should be accessed 

remotely, with separate authentication (preferably 2FA), and files upload or 

download to the server disabled. The server should be hardened and 

monitored, and the sessions should captured for later auditing.  

2. Workstation attacks 

2.1. Limit access to local administrator accounts. Use a solution such as 

Microsoft LAPS for managing access to the local administrator account. 
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2.2. To prevent lateral movement, one could use firewall rules (both network 

and host firewalls), ACL and communication equipment configurations, 

in order to prevent direct communication between workstations on the 

network. Consider limiting workstations to communicate with servers 

and network services only. This configuration must be tested in a test 

environment prior to deployment in production networks. 

2.3. Consider limiting and/or monitoring use of PowerShell on users' 

workstations. 

2.4. Consider hardening workstation's setup, to prevent local users from 

altering AV settings and excluding directories. Local changes to AV setting 

should be reported to SIEM systems. 

2.5. Monitor use of commands such as PowerShell, msbuild, wevtutil, psexec, 

wmic for abnormal usage with regard to time/workstation/user/process. 

 

3. Web server attacks 

3.1. Consider limiting the file types allowed to be uploaded to web servers, 

using a list of predetermined file types. Define permissions on the 

directory the files are uploaded into, to prevent attackers from executing 

the files after upload. Limiting file types can be configured usually on the 

server or using a WAF (Web Application Firewall),  preferably use both 

methods. 

3.2. Consider using File Integrity Monitoring (FIM) solution on web servers, 

to identify unauthorized changes to files on the server. 

3.3. In order to identify Webshells, one may scan the server with Yara rules 

from https://github.com/Neo23x0/signature-base/blob/master/yara/thor-

webshells.yar 

4. DNS Hijacking attacks 
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4.1. Consider using 2 Factor Authentication for administrative access to the 

organization's account with the DNS Registrar. 

4.2. Consider defining an alert from the DNS Registrar, for every change in 

definitions for the organization's domains. 

4.3. Consider applying Registrar Lock to definitions maintained by the 

Registrar. 

4.4. Periodically check transparency logs for any unauthorized digital 

certificates issued for domains controlled by the organization. If such 

certificates are found, move immediately to revoke them. 

4.5. Consider using Certification Authority Authorization (CAA) DNS records. 

These records declare which Certificate Authorities are allowed to issue 

certificates for your domains. 

4.6. Consider using HTML definitions, responsible for validating third-party 

code integrity. Check out using CSP (Content Security Policy) or SRI 

(Subresource Integrity) definitions, or using solutions specializing in 

third-party code changes detection. 

4.7. Consider hosting third-party code on the organization's servers, instead 

of pointing to it on third-party servers. 

4.8. Consider using HTML's built-in features, such as iFrame sandbox 

attribute, to limit third-party code, in order to make it more difficult to 

exploit by attackers.  

5. Additional Recommendations 

5.1. Allow egress SSH traffic only from predefined workstations and users. 

5.2. Monitor for SSH traffic using alternative ports, other than the default 

TCP port 22. Pay special attention to SSH traffic using ports 443, 80, 53. 

5.3. Evaluate tools to identify log files being deleted form servers. 
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5.4. Consider defining and implementing a policy against using files 

containing session details for remote access, either SSH/RDP or 

alternative protocols. 

5.5. Consider defining the behavioral attributes of tools used by the attackers, 

such as LaZagne, RottenPotato and Paramiko, in your defense systems. 

5.6. Consider performing a penetration test (PT) against your IT systems, 

using methods and tools described above.  

5.7. Consider using the Yara rule in https://github.com/Neo23x0/signature-

base/blob/master/yara/gen_rottenpotato.yar, to identify use of 

RottenPotato tool. 

 
 

 
1. https://github.com/Neo23x0/signature-base/blob/master/yara/thor-webshells.yar 

2. https://github.com/Neo23x0/signature-base/blob/master/yara/gen_rottenpotato.yar 

3. https://www.offensive-security.com/metasploit-unleashed/about-meterpreter/ 

 
 
Regards, 
CERT-IL 
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